Approved For Release 2002/08/28 : CIA-RDP86B00269R0001 001 10006-2 



Approved For Release 2002/08/28 : CIA-RDP86B00269R0001 001 10006-2 



Approved For Release 2002/08/28 : CIA-RDP86B00269R0001 0011 0006-2 

OmCE eP 0(»S«KICATI0m 

RmetloBB auA SeBponsIbilltles 
of «Mh Staff and Blvisiea 

T&h pf- Bareoiwel Statistic® 

“ &idget Statistics 


Approved For Release 2002/08/28 : CIA-RDP86B00269R0001 001 10006-2 





Approved For Release 2002/08/28 : CIA-RDP86B00269R0001 001 10006-2 


OFFICE ©P COWilI■^ICATI^ 


sjissioffl ef the Office of eo$ssiHieatio-3is l6 t@ provide staff support to 
ccsminleatiens and ©leetronic rsatters. aisd to provide electronic eoissyaicatic-ns 
eessMBicatians -tmffie . 


the Director pf Central latelllfencs 1:^ advising him on 
facilities utilised in the transiElssisa of classified 




th.® Offie® ©f e^asiminicatiojis is resj^r^iMe for: 

■^ntlsraing e:^loration sM. evaluation af facts all sparces itesiuding liaison^ 

Bisslen of ifee QSfia® ©f SssmiiniGatlons . 


relative to ths acccs^lis^^at of the 


^rsEulation ■ aiid ispl-saantat J e 
faeiilties eoneelved and opai-ated 


5 ^ Of policies asd prog^effiff ^.ich will sake available, to the Agency adequate talecOTmicatione 
uMer the mat sm^m and efficient techniques available. 


. ^ipervision regulation of ecasjunieatlons practices of ths Agency under conuepts &nd policie® dssigaed to safe^ard these 
prastiesg! with adequate security staisdc^s^s * i 

StoiSMlation eM i^eaBsntatioa of policies aM prograte calsraelBg researeh i^ cod devel^-snt of coj^hn|.eations techniques, 

faeilltles sM. speelsliaed elsetronic s^psseat adapted, ts the needs Qj. ths Agency. | 

Liaison .Jith other government aasneies on cPs®mieation^ • sad electronics mtrters. Insluaing provision of teolmlsal support 
for initiations mth ©ffisisls of foreign goverrasents concerning csj^sinrcatioBS aatt^ers. 

■ ' CoMust ai^i^priats Intra-Agency liaison essential to the proper eoordiimtion sud plsnniag for cMnieati^ support of 

Agessy proieets . • 


^rmlation aM eontinual review of Mobilisation Flans concerning coiamanications .matters, the pi^p-aratlon of e«iicatior*s 
mm^s t© ©ver-ail A^r^y ss’ellisation pl^as. • . . s 

m>t^mdm.Uon of requirsi^ants for e^aips^nt g« 3 d personnel enid other logistic :ruppo.rt for cc^amnJeafeims r ^tivi^ies of the Agency, 


CoMuct of highly specialised technical training, both elementary £um advanced, for &1A c&.-Ly>ieea.K 
asid the constant revision of ceasainieatiems training ssthods to. keep pene with th® rapid advance _n i 

Ctendnet of certain special sensitive conssunicatlons projects Sncliidlng raagneuic radia'.,ierj e v' ' 0 « 
ceptionj Koaltoring aBd other aissoelafeid activities. 


reo.^nel of the Agency. 

I 

Ion inter- 
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OFFICE Of THE TOR . 

Ths Assis'tsa'fc Blreclx-r fer ed.vls©s ‘t-Ms Dlrsctor of C£A ©li sis.'t'fcers of c^nss.iGica'fcioJis eSiec^WRles poXicy 

iateiXigens® faatter-s x»elat©d to egsimnicstion® and ®iectr©«ic® , aM ail ©'^er coMjmieatioaa m)d' elsctx’Oiaies mtter® uhich ha^e & 
bearing ispon the escurity ©f the IJai-tsd States vm^r the reapsn«ibiliti®s ©f the Central BitslUieMe Agmsm ^ ia_ite 

vmrious eharter®, axid is" respensible .for the over-all adrainistration ©f tJis office. ']^e Iss^diate office of th® Assistant Director 
includes the Demity SH»cv.tive Officer and the Itegistry. 

FLAMS Am WUSf S'SMF 

Plans and Ftollcy Ste.ff assists in the developa^at of Office policy aM operationsi procedure® in the forrajlation of plans 
sM in the cQ@rdina.tion of tiie astivitla® of t&e Office -of ScM^ic&tions -with other CIA Offices and outside agencies. It foi'srula'tes 
and r^cc^iend® eossunicatlons-polici©® to .@fffectlTCly support Agency operations. - ■ ■ 

Itesahers of th© staff represent th® Assistant Director on i»ter-a^ncy bM. inter-office cGsasittee®. Siey provide coordlnatisa 
for projects eiMl progreae tiliich affect isore 'than one of the SlvisiOES. Sisy al^o represent hia in dissus.!3i©n ©f bs'Oad administrablvs 
policies, presedures and rsguiatioss. 

T!ie staff provides a central point for the coordinati®i and integration of divisional irrfeorest and lo raspossihle for rscos.;'.::iiiing 
offica-level action to he teken fey the Assistafit Siireetsr. It drafts pleading policy, and operatior-al px er-? for -the Assistant 
rector undert3,ke.s s-u-eh O'thsr specialised funetions ©s hs j^y direct. 

^mwmmsivE &smf 

Hie Afelnistmtiv© Staff ^sinisters policies @^id proced.wr®0 enmity uniform sdffi.ini®trativ® and sup'-urfc pre^ss^for hotn 
field sM depsrfcssental activities in accordance isith over-all CIA policies and plana, and directs and esordiaat®® ^sdnisxratlvo 
aijd. support axitivitles for the Office , including 'budget, pera-oanel and ss-ana^e-a^nt . 

SUPHaim’M. ^GRAMS ■ 

Sujf»l© 5 ®atal Pr©graas® is^jludes major project® and the Hesaiquarter® support organiaatlon for Goll£ct.LQS of intelligencs 
infOx^tieh by elsctTOnic means. 


SISML 

She Signal Senter i® responsible for ©ncipheriag, deciphering., tranwiitting aM receiving electrical. csB»nieations at 
Headquarters., on a 2/4-h©ur day, T-days-a-'wei^ik feMis. Chief, Signal- Center is respoasi'fel® for assisting in th® drafting 

soordinatihg @f gr&seiur© guides dealing, ^ith sa'bie witing bxs& cable procedures for CIA, t© mitmrize use. ©f 'tale-. 
s©nfer®nce facili-sles to those Interested ©ffics® of SIA, Ije criteria for the on- tits- job ’r.ra.;l>^3;'" of p?7’''.onnel 

destined for duty in Mmshlngtan eod the field-, to .ensure 'chat adequate eecuri-^ precewtions are aaintainsd at all times .to 



Approved For Release 2002/08/28 : CIA-RDP86B00269R0001 001 10006-2 



Approved For Release 2002/08/28 : CIA-RDP86B00269R0001 001 10006-2 


or «« BOO.™, 

»»£ Clggg3jg.Agg^ mAwm 

eo. aecrsKoro ^ 'e^eW oo.leo to , 

eWfSSmEE^ M AUCT 


(3 SU rieid 8 te,tlo; 


S.l^SLlSl£li;^S^“oS''a^XlrT“ *i,'f “““ ”« t^oel^d .0- 

cswtograsa-40 dovioe!,. e«ipi«,iog ^ dociphoi-lng or aaohine cirotogxaphlc traTfio BtiliUos vorS eSoto 

ax(aiAL c^fSB A!^Er? igs • 

TIiq S/e Arehlv«® pr@®@rvea Iw laicrofiiMn" axui 

oaUo. to ,«d oocotvod r«», OU njia oftlo^, S 


eo«ualcetlona ''' the ovezxt Waahizigton 

& TMSMWG BlVigym 

^Intains Marking liaison irlth other 0„ S, Govemaeat &i?eacle« consismicetionB By&tem is based 

M>»u,Ic»tlM.8 trailing program (a onoure avallaWUtr of «Mimod^co^jfSjoS*iJS2Lrt.^^ oo™icaUens oyoteo, oonSucts 

o°:s£cS“;S^'~ Si 

wfe»ww-c:it- I \ w^ La*cin teericai 

^ ■ 3 


25X1 
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for all te sts is iSS^ e^ pioatloas au^^rt ©tlmr the Office 

Lnj« 3 , am piojecta. aia Bmascli is ? 5 cSlS aasssrt tor these saw Slrttiss 

MM»rt «a to ou^n acsm-,to a 4 y«i =2 ^ eoaicjunication 

Wm E&SmBM BM1€B 

~t . ^ 

iuma, ^ projects . -feis sLS ©pem^ionaj. support :ter ^ 

eo^ication aM to obtain accurate to p^vlde 


MD MATO 


far .S1c£:?gi* ^S'"«S\^w TS°fh^*'5tgsr'gL°; “L”:.';!!?!L'r^'p2sa^^uj^yt e w,t* vi^ ofnc. 

1 td tlxel I [and Africa, including the I — 

-j-w.MiJL xer ^ftese s«e aetlvltlrOT — arens — flywt riw>-k>^4-« toTj — » jF^“crarTor the direct ejseeution cf ccsacamications 

pyapnato »/P aaa^„to to a«™,toatio« ^ to a.toin -SS 


e^l^s of tte Offlca of Ctomnicatlona^^r^SS ^^SSSon^f S* ?? aocoi^oe ylto to^vEoto from otter 

fbr Ageney u®e. dlstrlhaation of fx^ency and avallebie mterial in the fveqmncy propagation field 

radio pn^edures, aM base "? th^JleU: reseax^h and eval^iation of JSS p wj 

CHtlon Of claij^etine operations: establishing Ld raalhtainin?llf?JL^i?J!!^^®' xwiev of fleM planning and ease? 

agencies end ecw®ercial ci^^nies for the co®mmication officiale' in oti;*^ U. §. 

ea^miicatlon mBurli^ tl^t m eo«milcations are secuit^ly fate» 

^tmtles Br^h all reMtJr^ lo the coordinating Mth the /toicS^ 

matters pertaining to telecoraianications , ^ C«ffliiixicatl«ms Plan; for ad-vising th@ Chief , OJ-eas?, on all 
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, ■ SglTirxY MflSSOI 

'.Sljie Sasurity Dix'lsio/i advicss /'Ssls'GSiit Slfsctor,, Office of Ccsisamications , oh all qryptologic Mfehoda and sountsin^asures ; 
dewlops, iiEpiesiSHts and ecritrols tiis eaaaajnlcations gec'ority pr^grsjs ta ©nsas’e aaintenane® .©:? th® highsat standards for . 
tlie piiysical arai tranasiission security of CM eaaisunications develops aral prasil^tes the hasic theory upon 't^hieh 

th® CIA. eea®smic‘^tionr. Becwrlt^ prOgr^PsM is hfised prepares _ instraetions sad enforces tfee reguiatisna formlatsd fro® auch theory., 
ests^lishes aad s^istalns a ^srklag liaison wi~n other IJ» S, QoveMssent agsficles eoneeraed with ec^ssAsiaatiosis security matter®, 
repre^nts the Asslstsjit Director for Ccmainleations. on eos^anlcatioa security policy ii^tter® involving -allied foreisn goyem- 
isest®; aad eeiects eorasanr-ioatioas eisMr devices required for Agency operation aM pafovldes ftoy the logistic support of these 
cipher eystess. 

gr#j^A^ & a?i?oig mmm 


Branch detenai-ae® the re(|UireiHsnt® and arrange® for the production or pTOCuresffiat of all cryptographic sys'Cesss devices , 
do«timientB and otiKr' mterials used hy CSA; provide® secure ©torags, dlatrilMite® and accounts for all reglatered er^tographic 
ioeiEient®; prepares cryp'feogi'aphie instnsstional end procedural doeuj^nts and c«^mlcations cover plans:. e©iid\^ts liaison with 
other (k^verassnt ngeneies ||®A gad State) for the pui^ose ©f keeping on current cryptogra^ic and security procedures 

and Sevelepi^nts ; ®ste.Mi®fcss ccmsunication traassaission and cover Eecaritjy staiidards it>r CIA circuits and determine# the cryptO“ 
gre^lc eyatms lust procedures to he easpic^^ on these circMts: ensures timt all Aspect® ®f security have hseni considered in the 
placing . aM ad.»ainiatering of e®sBmmlcationB link©; ®nl i.^l@®®nts the activation oad deactivation ©f cryptographic 

ststiom . ' . 

BBAieH 

Ifcls ^-siaieh sataMl^hes ^se physical seouri^ refairerasnt® for the pretectioa ef cxyptoisstarisl end slssasifiod eoraanicattom 
fievlcei' revie®® aad inspects phg»®ieal sec\irity of C3yp-te®.t@rlal storey cryptocea'fers . eryptosmphlc areas a^id sesse^ 
teeing proc®#?ire 0 ; taking corrective action, h® "required; reviews proposed cM existing trasi^isslOB aM esyptagraphic operating 
procedure® fstM the sta3!^,polnt of trariraission securi-^; eonduct® continuing supervlsloa, monitoring, and review of staff and 
elaadeeting circuits to ensure adherence with prescribe cryptographic a^nd transad-esion procedures, taking or directing reiEedial 
action as m^ropriat® initiatos sad si^^rvls®® c<»Bunicati©ns deception progrcM es required; establishes cryptographic clearance 
procedures aM reguireasenta . controls th® issuance and revoeatiosi of th©o@ elearwices ; and maintains mcessery record® and prepares 
statietical studio® ne©dM for traffic analysi® cable cost reislaireeffieat, crypt© system load ietesrainatioa, aM crypto link require- 
Bent®. 

1R»ls BmiKsh assists in the analysis evsilmt.lon, aM/or developf^t of crypto oysteM, clavices aM slga-al plan® , coaduets 
reK-areh into, eoLlecta snd oollatos data eoiKomi-ng cfearaeteristics of f©r®iga 0 M dsmotie lanssages relating a^nt crypto- 
grephlc, ®yst®s3, eryptagraphic a?^ radio procedural treffle patterns thrwsghout tiie ^rM'- share© tearls tic® inherent in crypto 
system, crypto deviees end ©ignsl plan® ; develop® new ciyptessysteias a»i device® sM as®oclat«^. crypt®S^P^”-i® ' adapts 

5 ' 
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J,rTie23 io ■ of 2v,c;:uls^;a^3 aasj©^ in t^s devel&SSisnt eal evaluation of slmial 

gisas la SG-iJ^v^r^e . "^it. vrs-' c " ^ Divisicn aiial^aes, Ijests, SivM svaluatae erypuO®:^’st£-s^H aaii devices tiliich 

4a.Ts cr'v-'j ^ -^r j for us? r ' -' SJ’Jl tgsratios'-, '^e 2 &re*»s?. jxi is ia^rcve the^r 

sesurity -^IjicL 3i^fc«t«r/stc£is a£iH fl-:visgt5 sliali fc® aiatrioriast tm’ urn l^ QIA. and sataMisUas ilie err^te^-aabie standai-idg 

for tbs speratloii of .sMtboriaad^es^lstosfsteii® aaS dfsvlces; aiii, detsraiasss -as clisreeter aM extent of l^sssible'c^tographic c«^-* 
pr^aise®;, tb? 'vriysi'; nf el-aseified iafoT^tian aoE^rosiised m§. the effect of ©uch c« 0 pr©mJ,ss 8 on the continued uss”"of the crrtjto-' 
gmphle «5yst3iE o'T!plo;/<rd. 


sm siol 


Tae i^s-laoorliig: Sivisloa prepares s?i,§lnserinii .studies aad tho detailed ^■ngXm&rlng plaas r-sqalrsd to 'ompsrly jrsDlesiont . inte- 
f’fiheauJ® the telecaoawijications plaaaiiig activitte® of CIA; s®3^ctffl electronic te-leccTiiunicat.-s--'-!? or aa®oclatsd equ^™ 
sent flw.^eo^.rx'r 2 l^ 0 . miitary #o?=iree3 tkat #ill %mt s&ml tlK» varioxis refuireaeata of tris^ A«s'ae;i^ .. initlatsa develops and 
provide® d-siailod assign of eerfcein ci^iBunicstlonffi Agency uas ^hsn -Sie Eilltery md e^im^'rcial fima are 

^Me t© provide, this etulpissat- arranges for the davei®|mnt of certain itssgs of electronic at^ipseat th.rmgh coffisjerelal engia©er- 
^ i.ahora'sories : ]afOvid«ss for tdie design aM comtiiiction ©f eosainicatioas l®se stations for the Agency, permnent ai%d smbile, 
Jarei^ and icaestic : provides fbr tha. detailed engir^ering of radio facilities fuz-nished iff the Agency, provides foje wire 

rac_Iities ei^lneerlng and imtalle aj^ mintoins e<®jtoiications eq^l'pEssnt . Oftsdacts teelmieal liaison with ecffit^rcial and other 
C»ver$ss@r»t orgAmlgatlon®. ’ • ' 

i^g/wi sm MfUL^^g aiA^ ‘ . ' 

®Bsists in tts of ©ovomAng polieioa sM in tbs i^le^antatioa of program ^ reseapsh lead- 

li3g «o ^ devolc?jsssat of ecMJuntcations tachnl-^xiss, e^wSpseji^s ai4 spacialigod eleetroaie device® ospeciall^^ ad. 5 s.pted.to the 

of the Ageasgr. It e:>rplores tii© jreseareh and de'velosggent prograjss ©f o'tter Oovenssent ageaeies. private organ! aatlOiis, and 
ferel^ SOvera^,te for the pu,rpo©e of providing the %ency with the latent techMSogical atvMvjeo e.»id swst efficient techniques 
avaSteb^. A l©i©rat©ry facility is Mtetalned for x«»@^h dewlopaeat, appraisal and anej^is . and for- the fehs*icst-ion of zwll 
^antiti®a of special electronic it^s. 

fum TOiamna misH 

mis ^zsch is r®8|soMible far the coordinated design and freparatios of plan® aM spec if icat. ions for tfee constnictlon of 
ri 2 Kd; HioMl® ^ por-fcable casnsinlcatlona facilities,, and for the supervision of the installation of the esMamicationo equip- 
these facilities the mspervisioa. of e^i^siat mintenanee in wrM-wlde cc^fflinicatioas faeiiitie®.; the preparation of 
Reification® adeq,im-te to allow hids cm bx^ esssamlcatlons Taa©e station a^^ratua; the installation aM ^.intmanee of all tele- 
asMfciated equip^nt contwlled "ter the Agency; the supervision ©f th® instelletlon and mslntenisne® of power generating 
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MTmM. wmom: mmm ocvia- 

ffeis IraiKli is raspsmifel-e for forasulating, developing tbe ftsllowing 

Cof^nications t® pKjride necessary support issue of Agency eo^unications^ for the 

general responsitollties: Sscerting the actual control of tae pro^ 1 providing forecasts of rsiua-rsOTris for 

©ffiee of CGnsainieatioae a® ree|iared overseas ghlpmeat of iuppU®® transfer ©f e^l^nt hetw^n 

e^minications cs^ el^tnsnics efulf^nt ant ^ of the OC Strategic ^serves frogrsffi estehlish- 

aspots in tee contlnsntal 8. 8.: annUitea in te. ^ nl«oln.=«t co»®nlc«.Uo<i8 

l^and JBplOTjntine s negUienente pi»giw of eateumlcatlons It^ are calnteH^l a>»urine tea. 

p^aantly !n oee cr to te »no4 ote rnaurlns teat Pf f^, ^^aomunlcation. project.. »i. Snelode. re- 
^.terlale ere avellaVle a«rS iSpecUon. aei rotetlon of .took. . 

apottalMlity for over-ell supervision ©f proper sxorage,. 8ar^eiA*«u 


omssAS miamnsAmom mwfTSi^ 



.eUtent Elector for . 

vide «esmJmieati<^^® aeirvice in each geographical area fo ppo 

«^r tee technical direction of tee /^eletent 

":rS:s^^LTu;r ss? “ ss .eed^uerte.. 


Steh A«e Co»tenlcetlon, ActiriV L^JSee'^tlS cote^nicSir’ 

Itimleiie. operational eupport end goia^e to herlllL and tee pievlelon of neccMary radio equlpraent,. 

pSS:rU^tS: ^loh ar= directly related to tee technical aapecta of 

coBfflEinicatidns support. 
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SlSCS^f 
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